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RESOLUTION NO. ## ###-N.S.

A RESOLUTION ACCEPTING THE SURVEILLANCE TECHNOLOGY REPORT,
SURVEILLANCE ACQUISITION REPORT, AND SURVEILLANCE USE POLICY FOR
AUTOMATIC LICENSE PLATE READERS, GPS TRACKERS, AND BODY WORN
CAMERAS

WHEREAS, on March 27, 2018, the City Council adopted Ordinance 7,592-N.S., which
is known as the Surveillance Technology Use and Community Safety Ordinance
(“Ordinance”); and

WHEREAS, Section 2.99.050 of the Ordinance requires that the City Manager shall
submit a Surveillance Acquisition Report and a proposed Surveillance Use Policy for each
piece of technology governed by the Ordinance that had been possessed or used by the
City prior to the effective date of the Ordinance; and

WHEREAS, Section 2.99.070 of the Ordinance requires that the City Manager must
submit to the City Council a Surveillance Technology Report as defined by Section
2.99.020(2) of the Ordinance at the first regular City Council meeting in November; and

WHEREAS, the Surveillance Acquisition Reports and Surveillance Use Policies for
Automatic License Plate Readers, GPS Trackers, and Body Worn Cameras satisfy the
requirements of the Ordinance.

NOW THEREFORE, BE IT RESOLVED by the Council of the City of Berkeley:

Section 1. Pursuant to Section 2.99.060, as it pertains to the use of Automatic License
Plater Readers, GPS Trackers, and Body Worn Cameras, the City Council hereby finds
and determines the following:

a. The benéefits of using the technologies outweigh the costs;

b. The policies attached to this resolution safeguard civil liberties; and

c. No feasible alternatives exist with similar utility that will have a lesser impact on
civil rights or liberties.

Section 2. The City Council hereby accepts the Surveillance Technology Reports,
Surveillance Acquisition Reports, and Surveillance Use Policies for Automatic License
Plate Readers, GPS Trackers, and Body Worn Cameras.
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4, The related case number.

(b) The request is reviewed by the Investigations Division Captain, or his/her designee, and
approved before the request is fulfilled.

(c) The approved request is retained on file.

Requests for ALPR data by non-law enforcement or non-prosecutorial agencies will be processed
as provided in the Records Maintenance and Release Policy (Civil Code § 1798.90.55).

ALPR déta is subject to the provisions of the Berkeley Police Department’s Immigration Law
Policy, and hence may not be shared with federal immigration enforcement officials.

422.8 SCOFFLAW ENFORCEMENT
The Berkeley Police Department uses ALPR technology in the Parking Enforcement Unit for
parking and scofflaw enforcement.

The Parking Enforcement Unit will utilize vehicles equipped with ALPR units to conduct
enforcement of posted time limits in commercial areas and Residential Preferential Parking (RPP)
permit areas. These ALPR's will also access information in the DMV’s Stolen Vehicle System
(SVS) database for wanted and stolen vehicles. |

The Scofflaw Enforcement program (often referred to as the "booting" program) utilizes an ALPR
to scan license plates and check the scanned "reads" against a list of vehicles which have five
or more outstanding parking citations exceeding 30 days old. Typically, upon a confirmed "hit,"
the vehicle is immobilized with a "boot", or towed, and the owner has to pay the outstanding
citations and fees in order to release the boot and/or recover their car from storage. This allows
the City to recover outstanding citation fees.

The contracted vendor for the City's Scofflaw Enforcement program is currently Paylock.
Paylock stores data on a secure server, and provides access to authorized personnel via
Paylock's "Bootview" secure website.

When a car is booted and/or towed, the read, hit and photographic data relating to the booting
and/or towing of scofflaw vehicles is uploaded to Paylock's secure server. No other data is
uploaded to Paylock's secure server.

The City's Parking Enforcement ALPR vendor (currently Genetec) will periodically provide
reports to the City of Berkeley Transportation Division's “goBerkeley” parking management
program so that it can analyze data about parking demand. These reports will not contain any
information about a vehicle's license plate number, the name of the registered owner, address
of registered owner, or any other information gleaned from the license plate number associated
with a particular vehicle. Rather, the reports will consist of 100 percent anonymized information

- using identification numbers that are not associated with a particular license plate or registered
owner.

The reports will provide only the date, time, Iocatioh, approximate address, “goBerkeley”
blockface ID, and RPP area in which a vehicle was observed. If a citation was not issued for
an RPP or other time limit violation, the report may also provide the reason a parking
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enforcement officer concluded there was no parking violation, e.g., RPP visitor pass, disabled
placard or license plate, etc.
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Police Review Commission (PRC)

September 11, 2019

To: Honorable Mayor and, Members of the City Council
From: George Perezvele/z’, r%ﬁ%erson, Police Review Commission

Re: Proposed Berkeley Police Department Policy 422, Automated License
Plate Readers

Summary: This memo is to inform you of the Police Review Commission’s
qualified approval of the BPD’s proposed policy for the use of Automated License
Plate Readers (ALPRs).

Background: The BPD submitted the ALPR policy, Policy 422, to the PRC for
review, along with the Surveillance Use Policy and the Surveillance Acquisition
Report (Policy 1302 and Appendix A) for these devices. This process was
undertaken in advance of BPD submitting these items to the City Council as
required by the Surveillance Technology Use and Communlty Safety Ordinance
(B.M.C. Ch. 2.99).

These policies were first considered by the full Commission, which then referred
them to its Lexipol Policies Subcommittee. In response to feedback from the PRC
and the Subcommittee, the BPD revised the proposed policy, which was reviewed
by both bodies. At various stages, the PRC and the subcommittee had the
opportunity to hear from and ask questions of Police Chief Greenwood and other
members of the BPD, and Deputy City Attorney Chris Jensen, The PRC also
heard input from representatives of Media Alliance and Oakland Privacy.

Final action: At its September 4, 2019 meeting, the PRC voted to approve for
submission to the City Council for your review and discussion the version of Policy
422 that is attached here, with two caveats. First, there was concern among some
commissioners that the ALPR was originally acquired for the purpose of parking
enforcement and that this policy represents an expansion of that function. If this is
not what the Council had in mind, then this policy should be modified accordingly.
Second, Section 422.4(c) of the palicy does not adequately define what constitutes
a “crime scene.”

Finally, the Commission wishes to remind the Council that they will see actual use
of the ALPR technology under the reporting mechanism in place in the
Surveillance Technology Use and Community Safety Ordinance.

1947 Center Street, 1st Floor, Berkeley, CA 94704 Tel: 510-981-4950 TDD: 510-981-6903 Fax: 510-981-4955
e-mail: pre@cityofberkeley.info  website: www.cityofberkeley.infolpre/
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Honorable Mayor and Members of the City Council
Proposed Berkeley Police Department Policy 422, Automated License Plate Readers

September 11, 2019
p. 2

The above action was approved by the following vote: Moved/Seconded
(Perezvelez/Mikiten) -- Ayes: Calavita, Chang, Leftwich, Mikiten, Perezvelez,
Ramsey; Noes: Earnest, Mizell; Abstain: Allamby; Absent: None.

Attachment: Revised Policy 422

cc. Dee Williams-Ridley, City Manager
Andrew Greenwood, Chief of Police
David White, Deputy City Manager
PRC Commissioners



Page 295 of 299

Policy | Berkeley Police Department

4 2 2 Policy Manual

' Automated License Plate Readers (ALPRs)

422.1 PURPOSE AND SCOPE

The purpose of this policy is to provide guidance for the capture, storage and use of digital data
obtained through the use of Automated License Plate Reader (ALPR) technology.

422.2 POLICY _
The policy of the Berkeley Police Department is to utilize ALPR technology to capture and store
digital license plate data and images while recognizing the established privacy rights of the public.

All data and images gathered by the ALPR are for the official use of this department. Because’
such data may contain confidential information, it is not open to public review.

422.3 ADMINISTRATION

Any installation and maintenance of ALPR equipment, as well as ALPR data retention and access,
shall be managed by the Investigations Division Captain. The Investigations Division Captain will
assign members under his/her command to administer the day-to-day operation of the ALPR
equipment and data.

422.3.1 ALPR ADMINISTRATOR .
The Investigations Division Captain, or his/her designee, shall be responsible for developing
guidelines and procedures to comply with the requirements of Civil Code § 1798.90.5 et seq. This
includes, but is not limited to (Civil Code § 1798.90.51; Civil Code § 1798.90.53):

(@) A description of the job title or other designation of the members and independent
~ contractors who are authorized to use or access the ALPR system or to. collect ALPR
information. '

(b)  Training requirements for authorized users.

(c) A description of how the ALPR system will be monitored to ensure the security of the
information and compliance with applicable privacy laws.

(d) Procedures for system operators to maintain records of access in compliance with Civil
Code § 1798.90.52.

(e) The title and name of the current designee in overseeing the ALPR operabtion.
(f)  Ensuring this policy and related procedures are conspicuously posted on the City’s website.

422.4 USE'OF THE ALPR
An ALPR shall only be used for official law enforcement business. . _
Use of an ALPR is restricted to the purposes outlined below. Department members shall not use,
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or allow others to use the equipment or database records for any unauthorized purpose (Civil
Code § 1798.90.51; Civil Code § 1798.90.53). '

(a) An ALPR may be used by Berkeley Police Department Parking Enforcement for parking
and scofflaw enforcement.

(b) AnALPR may be used to support criminal investigations. Reasonable suspicion or probable
cause is not required before using an ALPR,

“(c) While an ALPR may be used to canvass license plates around any crime scene, particular
consideration should be given to using ALPR-equipped vehicles to canvass areas around
homicides, shootings and other major incidents. Partial license plates reported during major
crimes should be entered into the ALPR system in an attempt to identify suspect vehicles.

" No member of this department shall operate ALPR equipment or access ALPR data without first
_ completing department-approved training. :

No'ALPR operator may access California Law Enforcement Telecommunications System
(CLETS) data_unless otherwise authorized to do so. If practicable, the officer should verify an
ALPR response through the California Law Enforcement Telecommunications System (CLETS)
before taking enforcement action that is based solely on an ALPR alert.

422.5 DATA COLLECTION AND RETENTION
All data and images gathered by an ALPR are for the official use of the Berkeley Police

The I[nvestigations Division Captain, or his/her designee, is responsible for ensuring proper
collection and retention of ALPR data.

Technical support and assistance shall be provided by the City of Berkeley's Information
Technology (IT Deparfment and associated ALPR system providers/vendors as identified below.
IT staff will not have the ability to access or view individual records or reports, as they may contain
CLETS information they are not authorized to receive. IT's role will be limited to providing initial
infrastructure set-up, unless particular IT staff members have been cleared by DOJ background
checks and authorized by the Chief of Police to receive ALPR records.

All ALPR data downloaded to the server should be stored for a minimum of one year (Government
Code § 34090.6) and in accordance with the established records refention schedule. Thereafter,
ALPR data should be purged unless it has become, or it is reasonable to believe it will become,
evidence in a criminal or civil action or is subject to a lawful action to produce records. In those
circumstances the applicable data should be downloaded from the server onto portable media
and booked into evidence.

(@) Collected images and metadata of reads shovs;ing violations will not be stored for more
than 365 days.

422 Automated License Plate Readers (ALPRs) (31) - PRC.docx
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(b) Metadata of reads showing violations will be stored for up to30 days. Images of reads not
showing violations will not be transferred to the server.

422.6 ACCOUNTABILITY

All saved data will be safeguarded and protected by both procedural and technological means.
The Berkeley Police Department will observe the following safeguards regarding access to and
use of stored data (Civil Code § 1798.90.51; Civil Code § 1798.90.53):

(@) Non-law enforcement requests for access to stored ALPR data shall be processed
according to the Records Maintenance and Release Policy in accordance with applicable
law.

(b)  Non-law enforcement requests for information regarding a specific vehicle's license plate
may be honored when the requester is the registered owner of the vehicle in question, and
when providing such information will not invade the privacy of a third party. The requestor
in such cases must provide acceptable proof of his or her identity and of ownership of the
vehicle in question.

(c) Al ALPR data downloaded to any workstation or server shall be accessible only through a
login/password-protected system capable of documenting all access of information by
name, date and time (Civil Code § 1798.90.52).

(d) Berkeley Police Department members approved to access ALPR data under these
guidelines are permitted to access the data for legitimate law enforcement purposes only,
such as when the data relate to a specific criminal investigation or department-related civil
or administrative action or parking enforcement.

(e) Aggregated ALPR data not related to specific criminal investigations shall not be released
to any local, state or federal agency or entity without the express written consent of the City
Manager.

(f)  Measures will be taken to ensure the accuracy of ALPR information. Errors discovered in
ALPR data collected by ALPR units shall be marked, corrected or deleted in accordance
with the type and severity of the error in question.

(@) ALPR system audits will be conducted by the Professional Standards Bureau’s Audit and
Inspections Sergeant on a regular basis, at least biannually.

For security or data breaches, see the Records Release and Maintenance Policy.

422.7 RELEASING ALPR DATA

The ALPR data may be shared only with other law enforcement or prosecutorial agencies for
official law enforcement purposes or as otherwise permitted by law, using the following
procedures: '

. () The agency makes a written request for the ALPR data that includes:
1. The name of the agency.
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2. The name of the person requesting.
3. The intended purpose of obtaining the information.
4.  The related case number. '

(b) The request is reviewed by the Investigations Division Captain, or his/her desngnee and
approved before the request is fulfilled.

(c) The approved request is retained on file.

Requests for ALPR data by non-law enforcement or non-prosecutorial agencies will be processed
as provided in the Records Maintenance and Release Policy (Civil Code § 1798.90.55).

ALPR data is subject to the provisions of the Berkeley Police Department’s Immigration Law
Policy, and hence may not be shared with federal immigration enforcement officials.

422.8 SCOFFLAW ENFORCEMENT
The Berkeley Police Department uses ALPR technology in the Parking Enforcement Unit for
parking and scofflaw enforcement.

The Parking Enforcement Unit will -utilize vehicles equipped with ALPR units to conduct
enforcement of posted time limits in commercial areas and Residential Preferential Parking (RPP)
permit areas. These ALPR's will also access information in the DMV's Stolen Vehicle System
(SVS) database for wanted and stolen vehicles.

The Scofflaw Enforcement program (often referred to as the "booting" program) utilizes an ALPR
to scan license plates and check the scanned "reads” against a list of vehicles which have five
or more outstanding parking citations exceeding 30 days old. Typically, upon a confirmed “hit,"
the vehicle is immobilized with a "boot", or towed, and the owner has to pay the outstanding
citations and fees in order to release the boot and/or recover their car from storage. This allows
the City to recover outstanding citation fees.

The contracted vendor for the City's Scofflaw Enforcement program is currently Paylock.
Paylock stores data on a secure server, and provides access to authonzed personnel via
Paylock's "Bootview" secure website, as described below:

(@) All data captured by the ALPR is stored on the laptop for 30 days, and is only accessible
during that period via the ALPR proprietary software. This inciudes reads, hits, and
photographs associated with each.

When a car is booted and/or towed, the read, hit and photographic data relating to the booting
and/or towing of scofflaw vehicles is uploaded to Paylock's secure server. No other data is
uploaded to Paylock's secure server.

The City's Parking Enforcement ALPR vendor ' (currently Genetec) will periodically provide
reports to the City of Berkeley Transportation Division's “goBerkeley” parking management
program so that it can analyze data about parking demand. These reports will not contain any
information about a vehicle's license plate number, the name of the registered owner, address
of registered owner, or any other information gleaned from the license plate number associated
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with a particular vehicle. Rather, the reports will consist of 100 percent anonymized information

using identification numbers that are not associated with a particular license plate or registered
owner,

The reports will provide only the date, time, location, approximate address, “goBerkeley”
blockface ID, and RPP area in which a vehicle was observed. If a citation was not issued for
an RPP or other time limit violation, the report may also provide the reason a parking
enforcement officer concluded there was no parking violation, e.g., RPP visitor pass, disabled
placard or license plate, etc. '

422 Automated License Plate Readers (ALPRs) (31) - PRC.docx
|5 ’



